Guidance for BPSU investigators on patient confidentiality
Introduction
The aim of the BPSU is to facilitate the work of surveillance projects that are involved in the collection, storage, analysis, and reporting of information on patients. In some studies particularly those involved in communicable diseases, surveillance groups may offer diagnostic test on individual patient specimens. To undertake these projects effectively it is often necessary to collect and process some patient identifying data.

Under the agreement with the BPSU, which investigators sign before starting a project, there is a duty to observe general rules regarding confidentiality of information concerning patients. The BPSU strongly advises that all investigators handle patient data in accordance with the principles of the Caldicott Committee Report on the Review of Patient-Identifiable Information (attached), those contained in the Data Protection Act 1998 and in the attached BPSU statement. 

Below are a series of questions investigators should ask themselves when planning to handle data. If further advice or further information were required, the BPSU Scientific Coordinator would be pleased to help. The BPSU will routinely ask all investigators to complete a questionnaire providing information about issues relating to data confidentiality in their project. 

Actions required for good data management practice

1. Identifying patient data

· Collect only the minimum amount of identifying data to undertake the project 

· Ensure you can justify all the identifying information you are seeking 

2. Data storage 

· Store patient identifiable data (electronic and paper) such as postcode, hospital number and date of birth, in a way that is unlinked to the clinical data 

3. Data handling  

· Make sure the handling and access to the data (electronic and paper) is restricted to only those with direct involvement in the project 

· Be aware of your hospital/research institution policy on storing archive paperwork

4. Data security

· Make sure that data is secured in a lockable cabinet and room 

· Electronic storage – are the data on a networked computer, if yes who can access this 

· Make sure the data files password protected.  These should be changed regularly 

· If data is not inputted into the system for more than 10 minutes the screen should revert to screen saver mode

· Make sure electronic data is backed up regularly – at least weekly, preferably daily 

5. Risk assessment

· Consider possible leaks to the data flow system you have put in place 

· Put into place arrangements to deal with confidential data when investigators are on holiday

· Confidential correspondence/data should be shredded at the earliest opportunity

6. Data exchange

· Data exchanged by email or disc should be anonymised.  Where this is not the case current robust encryption methods should be used. 

7. Use of other IT equipment

· The security principles outlined in 1-6 above apply equally to the use of laptops, USB devices and home computers 
Guidance – 2009 – RL 11-3-09


